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(57) ABSTRACT

A processor system according to the present invention
includes a storage unit (10), a control information area (12)
that stores an access prohibit flag (13) capable of switching
from an allow side to a prohibit side, a main PEa thatissues an
access request to the storage unit (10) and a request for rewrit-
ing a copy register (32), a security PE that evaluates whether
or not the request for rewriting the copy register (32) is valid,
the copy register (32) that stores, when the access prohibit flag
(13) is set to the allow side, a value corresponding to the
allowance and, when the access prohibit flag (13) is set to the
prohibit side, a value corresponding to an evaluation result by
the security PE, and an access control circuit (21) that con-
trols whether or not to allow access from the main PEa to the
storage unit (10) based on an output value from the copy
register (32).

8 Claims, 11 Drawing Sheets
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PROCESSOR SYSTEM AND CONTROL
METHOD THEREOF

CROSS REFERENCE TO RELATED
APPLICATIONS

The application is a continuation application of U.S. appli-
cation Ser. No. 14/007,514, filed Sep. 25, 2013, which is the
National Stage of Application No. PCT/JP2012/001284 filed
on Feb. 24, 2012, which is based upon and claims the benefit
of priority from Japanese Application No. 2011-080479, filed
Mar. 31, 2011, the entire contents of all of which are incor-
porated herein by reference.

TECHNICAL FIELD

The present invention relates to a processor system and a
control method thereof, and particularly to a processor system
including a semiconductor storage circuit that can be access
controlled and a control method thereof.

BACKGROUND ART

Patent literature 1 discloses a non-volatile semiconductor
storage device including a protection function from a data
write or erase. FIG. 9 is a block diagram showing the non-
volatile semiconductor storage device disclosed in patent lit-
erature 1. As shown in FIG. 9, this non-volatile semiconduc-
tor storage device includes a memory cell array 1 composed
of a plurality of memory blocks, interfaces 6 and 7, write
circuits 2, 3, 4, 5, and 8 and read circuits 2, 3,4, 5, and 8. A
protect flag is written in the above-mentioned memory block.
The above circuit is characterized in that in response to a write
command input from the above interface, the write circuit
executes the write command when the protect flag has a first
value and does not execute the write command when the
protect flag has a second value.

Patent literature 2 discloses a processor that attempts to
prevent unauthorized actions such as unauthorized access to a
computer at low cost. The processor disclosed in patent lit-
erature 2 includes: processor side memory authentication
information holding means configured integrally with a com-
puting means for holding first memory authentication infor-
mation and second memory authentication information;
memory authentication means for comparing first memory
authentication information obtained from a first memory and
the first memory authentication information held by the pro-
cessor side memory authentication information holding
means to authenticate the first memory and comparing second
memory authentication information obtained from a second
memory and the second memory authentication information
held by the processor side memory authentication informa-
tion holding means to authenticate the second memory; and
access control means for controlling access to the first
memory and the second memory based on authentication
results by the memory authentication means.

CITATION LIST
Patent Literature

Patent literature 1: Japanese Unexamined Patent Application
Publication No. 2005-108273

Patent literature 2: Japanese Unexamined Patent Application
Publication No. 2007-066201
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2
SUMMARY OF INVENTION

Technical Problem

The non-volatile semiconductor storage device (semicon-
ductor storage circuit) disclosed in patent literature 1 deter-
mines whether or not to allow a data write and erase depend-
ing on a value of the protect flag. However, patent literature 1
does not disclose how to control allowance or prohibition on
rewriting the protect flag itself. Therefore, there has been a
problem in which after the protect flag that has been set to a
prohibit side is rewritten to an allow side, a malicious third
party may rewrite or erase stored data.

As a solution to such a problem, the present inventor exam-
ined a logical configuration of hardware responsible for writ-
ing the protect flag in such a manner that the protect flag can
never return to the allow side once set to the prohibit side.

However, with this configuration, once the protect flag is
set to the prohibit side, it becomes impossible, not only for the
malicious third party, to write or erase data in a non-volatile
semiconductor storage device. For example, once the manu-
facturer sets the protect flag to the prohibit side in order to
prevent a data write or erase by the malicious third party, the
manufacturer itself will be unable to write or erase data after
that. Therefore, it becomes impossible to update a program
stored to the non-volatile semiconductor storage device that is
already available in the market. Accordingly, with the con-
figuration in which the protect flag can never return to the
allow side once the protect flag is set to the prohibit side, an
advantage of the non-volatile semiconductor storage device is
lost, which is rewritable property.

As described above, in the related arts, there has been a
problem that once the protect flag indicates the prohibition of
the access to the semiconductor storage circuit, the access to
the semiconductor storage circuit cannot be flexibly con-
trolled after that.

Solution to Problem

A processor system according to the present invention
includes a first storage unit that is composed of a plurality of
electrically rewritable non-volatile memory cells, a second
storage unit that stores an access prohibit flag that is capable
of switching value from a first value to a second value, a first
processor that issues an access request to the first storage unit
and authentication information corresponding to the access
request, a second processor that evaluates whether or not the
authentication information issued from the first processor is
valid, a copy register that stores a value corresponding to the
first value when a value of the access prohibit flag is the first
value and stores a value corresponding to an evaluation result
by the second processor when the value of the access prohibit
flag is the second value, and an access control circuit that
controls whether or not to allow access from the first proces-
sor to the first storage unit based on the value stored to the
copy register.

Further, a method of controlling a processor system
according to the present invention includes issuing, from a
first processor, an access request to a first storage unit and
authentication information corresponding to the access
request, evaluating, by a second processor, whether or not the
authentication information issued from the first processor is
valid, storing, when a value of an access prohibit flag is a first
value, a value corresponding to a first value to a copy register,
in which the access prohibit flag is capable of switching value
from the first value to a second value, storing, when the value
of the access prohibit flag is the second value, a value corre-
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sponding to an evaluation result by the second processor to
the copy register, and controlling whether or not to allow
access from the first processor to the first storage unit based
on the value stored to the copy register.

The circuit configuration and the control method as above
enable flexible control on access to a semiconductor storage
circuit even after a protect flag indicates the prohibition of the
access to the semiconductor storage circuit.

Advantageous Effects of Invention

The present invention can provide a processor system and
a control method thereof that are capable of flexibly control-
ling the access to the semiconductor storage circuit even after
the protect flag indicates the prohibition of the access to the
semiconductor storage circuit.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a schematic diagram of a processor system to
which the present invention is applied;

FIG. 2 is a block diagram showing apart of the processor
system according to a first embodiment of the present inven-
tion;

FIG. 3A is a block diagram showing a control unit accord-
ing to the first embodiment of the present invention;

FIG. 3B is a block diagram showing the control unit
according to the first embodiment of the present invention;

FIG. 4 is a flowchart showing an operation of the processor
system according to the first embodiment of the present
invention;

FIG. 5 is a diagram for explaining an operation of the
processor system according to the first embodiment of the
present invention;

FIG. 6 is a block diagram showing a modification of the
processor system according to the first embodiment of the
present invention;

FIG. 7 is a block diagram showing a processor system
according to a second embodiment of the present invention;

FIG. 8A is a block diagram showing a processor system
according to a third embodiment of the present invention;

FIG. 8B is a block diagram showing the processor system
according to the third embodiment of the present invention;
and

FIG. 9 is ablock diagram showing a non-volatile semicon-
ductor storage device according to a related art.

DESCRIPTION OF EMBODIMENTS

Prior to detailed explanation of the embodiments of the
present invention, an overview of a processor system (infor-
mation processing apparatus) to which the present invention
is applied is explained. Note that although the present inven-
tion is applied to the processor system explained below, the
processor system to be explained is an example and the
present invention can be applied to other processor system.

FIG. 1 shows a schematic diagram of the processor system
to which the present invention is applied. As shown in FIG. 1,
the processor system according to the present invention real-
izes improvement in processing performance using a plural-
ity of PEs (Processing Elements). Moreover, in the processor
system according to the present invention, the functions are
categorized into three subsystems other than the categoriza-
tion of PE functional blocks. As shown in FIG. 1, the proces-
sor system according to the present invention has a main PE
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4

(Processing Element) subsystem, an 1O (Input Output) sub-
system, and an HSM (Hardware Security Module) sub-
system.

The main PE subsystem performs specific processing
desired for the processor system based on a program that is
already stored inside or a program read from outside. The IO
subsystem performs various processing for peripheral
devices used by the main PE subsystem or the HSM sub-
system to operate. The HSM subsystem performs security
check processing of the processing performed by the proces-
sor system. Moreover, in the processor system according to
the present invention, clock signals CLKa, CLKb, CLKc, and
CLKp are supplied to each subsystem. In the example shown
in FIG. 1, the clock signal CLKa is supplied to the main PE
subsystem, the clock signals CLKb and CLKp are supplied to
the 10 subsystem, and the clock signal CLKc is supplied to
the HSM subsystem. These clock signals CLLKa, CLKb, and
CLKc may either have the same frequency or different fre-
quencies depending on the specification of the entire system
configuration. Further, the clock signal CLKp is supplied to
the peripheral devices and asynchronous with the clock signal
CLKb that is supplied to the IO subsystem.

Next, each subsystem is explained in more detail. The main
PE subsystem includes a main PEa (first processor), a main
PED, a first command memory (semiconductor storage cir-
cuit), a data memory, and a system bus. In the main PE
subsystem, the main PEa, the main PEb, the command
memory, and the data memory are connected to each other
through the system bus. The first command memory stores a
program. The data memory temporarily stores a program read
from outside and data processed in the processor system. The
main PEa and main PEb both execute the program using the
command memory, the data memory and the like. Note that
the main PEa is configured to be capable of executing redun-
dant operations. The redundant operation indicates an opera-
tion that operates as one processor element as software but as
hardware, performs a highly reliable operation by a multi-
plexed configuration or a configuration including a testing
circuit. As an example of the redundant operation, there is a
lockstep operation that compares whether or not output
results from circuits multiplexed for each clock are the same.

The IO subsystem includes a peripheral bus, an IOPE, and
peripheral devices. The IOPE performs necessary processing
to use the peripheral devices. Note that the IOPE may operate
based on the program stored to the first command memory of
the main PE system or based on the program stored to other
memory area. The peripheral bus connects between the [OPE
and the peripheral devices.

As the peripheral devices, FIG. 1 illustrates a CAN unit, a
FLEXRAY unit, an SPI unit, a UART unit, an ADC unit, a
WD unit, and a timer. The CAN unit performs communica-
tion compliant with CAN (Controller Area Network), which
is one of in-vehicle communication standards for automo-
biles. The FLEXRAY unit performs communication compli-
ant with Flex Ray standard, which is one of in-vehicle com-
munication standards for automobiles. The SPI unit performs
communication compliant with SPI (System Packet Inter-
face) standard, which is three or four-wire serial communi-
cation. The UART (Universal Asynchronous Receiver Trans-
mitter) unit, in the asynchronous communication method,
converts a serial signal into a parallel signal and also converts
a parallel signal into a serial signal. The ADC (Analog to
Digital Converter) unit converts an analog signal supplied
from a sensor and the like into a digital signal. The WD
(Watch Dog) unit offers a watchdog timer function that
detects that a predetermined period has elapsed. The timer
measures the time, generates waveforms and the like. In the
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example of FIG. 1, the above units are explained as the
peripheral devices, however a unit including other function or
only a part of the units can be included.

The HSM subsystem includes a security PE (second pro-
cessor) and a second command memory. The security PE is
connected to the system bus. The security PE evaluates valid-
ity of the program executed by the main PE subsystem or
validity of the data obtained by executing the program. The
second command memory stores the program. Moreover, the
second command memory is accessible only to the security
PE. Although the second command memory can be provided
as one storage area together with the first command memory,
the second command memory needs to be access controlled
as an area accessible only to the security PE.

As described above, the processor system to which the
present invention is applied realizes high resistance to an
unexpected failure and a malfunction such as an unexpected
program change while improving processing performance by
the plurality of PEs. Note that the processor system explained
so far is an example of the processor system to which the
present invention is applied, and there can be variations in, for
example, the arrangement of the command memory and data
memory and the number of the command memories and data
memories in the system depending on the architecture of the
system. Further, there can be various configurations for the
connection between the memory and the processor elements
depending on the design of the architecture, for example the
memory and the processor elements may be connected
through a plurality of buses or the memory may be connected
to the processor elements without bus.

The above explanation is for the entire configuration of the
processor system to which the present invention is applied.
However, the components not explained in the explanation of
the above-mentioned processor system shall be added as
appropriate in the description of the embodiments according
to the present invention. Additional components shall be
explained as well.

Hereinafter, embodiments of the present invention are
explained with reference to the drawings. Note that the draw-
ings are simplified, and the technical scope of the present
invention shall not be interpreted in a narrow sense based on
the description of the drawings. The same components are
denoted by the same reference numerals, and repeated expla-
nation shall not be provided.

First Embodiment

FIG. 2 is a block diagram showing a specific configuration
example of the processor system according to the first
embodiment of the present invention. The processor system
according to this embodiment is characterized in that the
processor system can flexibly control access to a storage unit
10 even after an access prohibit flag (protect flag) indicates
the prohibition of access to the storage unit 10. Detailed
explanation shall be provided below.

In the processor system shown in FIG. 2, the first command
memory includes the storage unit (first storage unit) 10 and a
control unit 20. The first command memory is composed of a
plurality of electrically rewritable non-volatile memory cells.
Therefore, even when power supply is suspended, data stored
to the first command memory is not erased but held. As the
non-volatile semiconductor memory, there are an EEPROM
and a flash memory, for example.

(Storage Unit 10)

The storage unit 10 includes a normal area 11 that stores a
program and a control information area (second storage unit)
12 that stores an access prohibit flag 13. Note that this

10

15

20

25

30

35

40

45

50

55

60

65

6

embodiment explains the case as an example in which the
normal area 11 and the control information area 12 are con-
figured as one semiconductor memory, however it is not lim-
ited to this. The normal area 11 and the control information
area 12 may be configured in different semiconductor memo-
ries physically. For example, one of the normal area 11 and
the control information area 12 may be provided in the first
command memory and the remaining one of the normal area
11 and the control information area 12 may be provided in a
memory different from the first command memory.

The control information area 12 stores the access prohibit
flag 13 that is configured to specify whether to allow or
prohibit writing, reading, and erasing the program in the
storage unit 10. When the access prohibit flag 13 is set to a
prohibit side, writing, reading, and erasing the program in the
storage unit 10 is prohibited. On the other hand, when the
access prohibit flag 13 is set to an allow side, writing, reading,
and erasing the program in the storage unit 10 is allowed.
Here, the access prohibit flag 13 is formed in the control
information area 12 such that once the access prohibit flag 13
is set to the prohibit side, the access prohibit flag 13 can never
return to the allow side. Hereinafter, the case is explained as
an example in which when the access prohibit flag 13 isan L.
level (second value), the access prohibit flag is set to the
prohibit side, whereas when the access prohibit flag 13 is an
H level (first value), the access prohibit flag 13 is set to the
allow side.

(Control Unit 20)

FIG. 3A is a block diagram showing a detailed circuit
configuration of the control unit 20. As shown in FIG. 3A, the
control unit 20 includes an access control circuit 21, a reset
processing circuit 22, and a reset generation circuit 23. The
access control circuit 21 includes a memory controller 211
and a gating circuit 212. Note that this embodiment explains
the case as an example in which the gating circuit 212 is an
AND circuit provided for each bit.

Upon receipt of a request for writing, reading, or erasing
the program in the storage unit 10 that is issued from the main
PEa (first processor), the access control circuit 21 controls
whether or not to execute processing corresponding to the
request on the storage unit 10 based on an output value from
an access prohibit flag copy register 32, which is described
later. Detailed explanation shall be provided below.

The gating circuit 212 controls, based on the output value
from the access prohibit flag copy register 32, whether or not
to output the request for writing, reading, or erasing the pro-
gram in the storage unit 10 that is issued from the main PEa
(first processor) to the memory controller 211.

For example, when the output value from the access pro-
hibit flag copy register 32 is a value of the allow side (H level,
for example), the gating circuit 212 outputs the access request
as it is to the storage unit 10 that is issued from the main PEa
to the subsequent stage memory controller 211. On the other
hand, when the output value from the access prohibit flag
copy register 32 is a value of the prohibit side (L level, for
example), the gating circuit 212 does not output the access
request to the storage unit 10 that is issued from the main PEa.
In this case, the gating circuit 212 outputs a fixed signal of LL
level to the memory controller 211, for example.

When the output value from the access prohibit flag copy
register 32 is the value of the allow side, the access request to
the storage unit 10 that is issued from the main PEa is trans-
mitted to the memory controller 211. The memory controller
211 generates a write enable signal WEN, an address signal
ADD, and a data signal DATA based on the access request to
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the storage unit 10 that is issued from the main PEa. Note that
the data signal DATA is generated upon writing and composes
a part of the program.

Here, upon reading the program, the data stored to a
memory cell of the normal area 11 specified by the address
signal ADD is read, and upon writing the program, the data
signal DATA is written to a memory cell of the normal area 11
specified by the address signal ADD. Note that writing, read-
ing, and erasing of the program is switched by the write
enable signal WEN. As mentioned above, when the output
value from the access prohibit flag copy register 32 is the
value of the allow side, the access control circuit 21 executes
the processing corresponding to the request from the main
PEa.

On the other hand, when the output value from the access
prohibit flag copy register 32 is the value of the prohibit side,
the access request to the storage unit 10 issued from the main
PEa is not transmitted to the memory controller 211. There-
fore, the memory controller 211 does not execute the process-
ing corresponding to the access request to the storage unit 10
that is issued from the main PEa. As described above, when
the output value from the access prohibit flag copy register 32
is the value of the prohibit side, the access control circuit 21
does not execute the processing corresponding to the request
from the main PEa.

Note that although this embodiment explains the case as an
example in which the memory controller 211 outputs the
write enable signal WEN, the address signal ADD, and the
data signal DATA, it is not limited to this. The memory
controller 211 can be appropriately changed to a circuit con-
figuration that outputs a signal corresponding to the specifi-
cation of the storage unit 10. For example, the memory con-
troller 211 can be appropriately changed to a circuit
configuration that further outputs other signal such as a chip
enable signal CEN.

Moreover, the access control circuit 21 is not limited to the
configuration shown in FIG. 3A. For example, the access
control circuit 21 can be appropriately changed to a configu-
ration shown in FIG. 3B. The configuration and an operation
of the access control circuit 21 shown in FIG. 3B are
explained below.

In FIG. 3B, the access control circuit 21 includes the
memory controller 211 and the gating circuits 212-1 to 212-3.
This embodiment explains the case as an example in which
the gating circuits 212-1 to 212-3 are AND circuits provided
for each bit.

Upon receipt of the request for writing, reading, or erasing
the program in the storage unit 10 that is issued from the main
PEa (first processor), the access control circuit 21 controls
whether or not to execute the processing corresponding to the
request based on the output value from the access prohibit flag
copy register 32, which is described later.

More specifically, in the access control circuit 21, the
memory controller 211 generates the write enable signal
WEN, the address signal ADD, and the data signal DATA
based on the request for writing, reading, or erasing the pro-
gram in the storage unit 10 that is issued from the main PEa.
Note that the data signal DATA is generated at the time of
writing and composes apart of the program. The gating cir-
cuits 212-1 to 212-3 control whether or not to output the write
enable signal WEN, the address signal ADD, and the data
signal DATA that are generated by the memory controller 211
based on the output value from the access prohibit flag copy
register 32.

For example, when the output value from the access pro-
hibit flag copy register 32 is the value of the allow side (H
level, for example), the gating circuits 212-1 to 212-3 output
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the write enable signal WEN, the address signal ADD, and the
data signal DATA from the memory controller 211 as they are
to the storage unit 10. Here, upon reading the program, the
data stored to the memory cell of the normal area 11 specified
by the address signal ADD is read, and upon writing the
program, the data signal DATA is written to the memory cell
of'the normal area 11 specified by the address signal ADD.

Note that writing, reading, and erasing of the program is
switched by the write enable signal WEN. As mentioned
above, when the output value from the access prohibit flag
copy register 32 is the value of the allow side, the access
control circuit 21 executes the processing corresponding to
the request from the main PEa.

On the other hand, when the output value from the access
prohibit flag copy register 32 is the value of the prohibit side
(L level, for example), the gating circuits 212-1 to 212-3 do
not output the write enable signal WEN, the address signal
ADD, and the data signal DATA from the memory controller
211 to the storage unit 10. In this case, all of the gating circuits
212-1to 212-3 output a fixed signal of, for example, L. level to
the storage unit 10. As described so far, when the output value
from the access prohibit flag copy register 32 is the L level, the
access control circuit 21 does not execute the processing
corresponding to the request from the main PEa.

Returning to FIG. 3A, the reset generation circuit 23 gen-
erates a reset signal RST. The reset generation circuit 23 may
be configured to generate the reset signal RST based on a reset
signal supplied from outside or may have a so-called power-
on reset configuration that generates the reset signal RST
when power is turned on. Note that this embodiment explains
the case as an example in which the reset generation circuit 23
is included in the control unit 20, however it is not limited to
this. For example, the reset generation circuit 23 may be
provided outside the processor system shown in FIG. 1.

Upon detection that the reset signal is cancelled after ini-
tialization by the reset signal RST, the reset processing circuit
22 transfers the value of the access prohibit flag 13 to the
access prohibit flag copy register 32 (not shown in FIG. 3A).
Then, the value of the access prohibit flag copy register 32 is
rewritten by the value of the access prohibit flag 13.

Returning to FIG. 2, the main PEa issues the “request for
writing, reading, or erasing the program in the storage unit
10” to the control unit 20. Further, the main PEa issues a
“request for rewriting the access prohibit flag copy register
32” to the security PE provided in the HSM subsystem. Note
that the “request for rewriting the access prohibit flag copy
register 32" includes authentication information.

The security PE evaluates validity of the “request for
rewriting the access prohibit flag copy register 32”. In other
words, the security PE evaluates validity of the authentication
information included in the “request for rewriting the access
prohibit flag copy register 32”.

The security PE includes, for example, an authentication
information storage unit 41 that stores predetermined authen-
tication information in advance and an evaluation unit 42 that
compares the authentication information stored to the authen-
tication information storage unit 41 and the authentication
information included in the request from the main PEa and
evaluates the validity of the request. For example, the evalu-
ation unit 42 evaluates that the request from the main PEa is
valid when the authentication information matches and evalu-
ates that the request from the main PEa is invalid when the
authentication information do not match. Note that the secu-
rity PE is not limited to the configuration shown in FIG. 2. The
security PE can be changed to a configuration capable of
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evaluating the validity of the “request for rewriting the access
prohibit flag copy register 32” that is issued from the main
PEa as appropriate.

Moreover, in addition to the security PE, the HSM sub-
system further includes a selector circuit 31 and the access
prohibit flag copy register 32. The selector circuit 31 and the
access prohibit flag copy register 32 are provided as different
circuits from the second command memory (not shown in
FIG. 2).

Upon receipt of the “request for writing the access prohibit
flag copy register 32” issued from the main PEa, the security
PE firstly evaluates the validity of the request. Specifically, in
the security PE, the evaluation unit 42 compares the authen-
tication information included in the “request for rewriting the
access prohibit flag copy register 32” issued from the main
PEa and the authentication information stored to the authen-
tication information storage unit 41 and evaluates whether or
not the request is valid. When the evaluation unit 42 evaluates
that the request is valid, the evaluation unit 42 outputs a fixed
signal corresponding to the request to one input terminal of
the selector circuit 31. Note that the value of the access
prohibit flag 13 is input to the other input terminal of the
selector circuit 31 upon cancellation of the reset signal RST.

The selector circuit 31 selectively outputs the fixed signal
output from the security PE and the value of the access pro-
hibit flag 13 after cancellation of the reset signal RST to the
access prohibit flag copy register 32. More specifically, when
the security PE evaluates that the “request for rewriting the
access prohibit flag copy register 32 is valid, the selector
circuit 31 selects and outputs the fixed signal (H level) from
the security PE. Further, when the reset signal RST is can-
celled, the selector circuit 31 selects and outputs the value of
the access prohibit flag 13 that is stored to the control infor-
mation area 12. Then, the value of the access prohibit flag
copy register 32 is rewritten. That is, the value of the access
prohibit flag copy register 32 is rewritten by the value of the
access prohibit flag 13 upon cancellation of the reset signal
RST. In other cases, the value of the access prohibit flag copy
register 32 is rewritten only by the fixed signal from the
security PE.

For example, when the main PEa issues the access request
to the storage unit 10, at the same time, the main PEa requests
the security PE to rewrite the value of the access prohibit flag
copy register 32 from the prohibit side to the allow side (from
L level to H level). When the security PE evaluates that the
request is valid, the security PE outputs a predetermined fixed
signal (H level). Then, the value of the access prohibit flag
copy register 32 is rewritten from the prohibit side to the allow
side (from L level to H level). Accordingly, the access control
circuit 21 can execute the processing corresponding to the
request from the main PEa, as described above. Note that
when the access prohibit flag 13 is set to the allow side, it is
obvious that the access prohibit flag copy register 32 is also
set to the allow side. Therefore, regardless of whether or not
the request for rewriting the access prohibit flag copy register
32 is valid, the main PEa can access the storage unit 10.

Upon completion of writing, reading, or erasing the pro-
gram in the storage unit 10, the main PEa requests the security
PE to rewrite the value of the access prohibit flag copy register
32 from the allow side to the prohibit side (from Hlevel to L
level). In this case, the security PE outputs the predetermined
fixed signal (L level). Then, the value of the access prohibit
flag copy register 32 is rewritten from the allow side to the
prohibit side (from H level to L level). Accordingly, regard-
less of the request from the main PEa, the access control
circuit 21 prohibits writing, reading, and erasing the program
in the storage unit 10.
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Note that even when the value of the access prohibit flag
copy register 32 cannot be rewritten to the prohibit side (L
level) for some reason, it is possible to rewrite the value of the
access prohibit flag copy register 32 to the prohibit side (L
level) by transferring the value of the access prohibition flag
13, which has already been set to the prohibit side, upon
cancellation of the reset signal RST. This further ensures
prohibition of the access to the storage unit 10, thereby pre-
venting unauthorized access.

(Flowchart)

Next, an operation of the processor system according to
this embodiment is explained using FIGS. 4 and 5. FIG. 4 is
a flowchart showing the operation of the processor system
shown in FIG. 2. FIG. 5 is a diagram for explaining a flow of
the operation of the processor system shown in FIG. 2.

First, in the initial state at the time of product shipment, for
example, the access prohibit flag 13 is set to the allow side,
and the access prohibit flag copy register 32 is also set to the
allow side (step S100 of FIG. 4). That is, it is possible to write
the program to the storage unit 10 at the time of product
shipment.

After writing of the program to the storage unit 10 and the
like is completed, the access prohibit flag 13 is set to the
prohibit side (step S101 of FIG. 4).

After that, when the reset signal RST is cancelled (step
S102 of FIG. 4), the value of the access prohibit flag 13 is
transferred to the access prohibit flag copy register 32 (step
S103 of FIG. 4 and F1 of FIG. 5). Then, the access prohibit
flag copy register 32 is rewritten to the prohibit side. As a
result, writing of the program and the like cannot be per-
formed to the storage unit 10.

After that, in an attempt to write the program to the storage
unit 10, for example, the main PEa requests the security PE to
rewrite the access prohibit flag copy register 32 from the
prohibit side to the allow side (step S104 of FIG. 4 and F2 of
FIG. 5).

Upon receipt of the “request for rewriting the access pro-
hibit flag copy register 32 issued from the main PEa, the
security PE firstly evaluates the validity of the request (step
S105 of FIG. 4). When the security PE evaluates that the
request is valid (YES in step S105 of FIG. 4), the security PE
outputs the fixed signal (H level, for example) corresponding
to the request. Then, the access prohibit flag copy register 32
is rewritten from the prohibit side to the allow side (step S106
of FIG. 4and F3 of FIG. 5). As a result, writing of the program
to the storage unit 10 and the like becomes temporarily pos-
sible.

Note that when the security PE evaluates that the request
from the main PEa is invalid (NO in step S105 of FIG. 4), the
access prohibit flag copy register 32 is not rewritten (step
S111 of FIG. 4). That is, the access prohibit flag copy register
32 remains to be the prohibit side. Therefore, writing of the
program and the like cannot be performed to the storage unit
10.

Upon completion of writing the program to the storage unit
10 and the like in response to the request from the main PEa
(F4 of FIG. 5), the main PEa requests the security PE to
rewrite the access prohibit flag copy register 32 from the
allow side to the prohibit side (step S107 of FIG. 4). In this
case, the security PE outputs the fixed signal (L level, for
example). Then, the access prohibit flag copy register 32 is
rewritten from the allow side to the prohibit side (step S108 of
FIG. 4). As aresult, writing of the program and the like cannot
be performed to the storage unit 10.

After that, upon initialization by the reset signal RST (step
S109), the value of the access prohibit flag 13 that has already
been set to the prohibit side is transferred to the access pro-
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hibit flag copy register 32 (step S110 of FIG. 4 and F5 of FIG.
5). Then, the access prohibit flag copy register 32 is rewritten
from the allow side to the prohibit side. That is, the access
prohibit flag copy register 32 can be rewritten to the prohibit
side for sure even when the access prohibit flag copy register
32 cannot be rewritten to the prohibit side for some reason.

As described above, the processor system according to this
embodiment includes the security PE that evaluates the valid-
ity of the authentication information issued together with the
access request to the storage unit 10, the access prohibit flag
copy register 32 that stores the fixed value corresponding to
the evaluation result by the security PE when the access
prohibit flag 13 is set to the prohibit side, and the access
control circuit 21 that controls whether or not to allow the
access from the main PEa to the storage unit 10 based on the
output value from the access prohibit flag copy register 32.
Then, in the processor system according to this embodiment,
even when the access prohibit flag 13 indicates the prohibi-
tion of the access to the storage unit 10, it is possible for a
person with knowledge of the authentication information to
rewrite the access prohibit flag copy register 32 so as to access
the storage unit 10. That is, the processor system according to
this embodiment can flexibly control the access to the storage
unit 10 even after the access prohibit flag 13 indicates the
prohibition of the access to the storage unit 10.

Therefore, even after the access prohibit flag 13 is set to the
prohibit side in order to protect the program stored to the
storage unit 10 from a malicious third party, the manufacturer
and the like with knowledge of the authentication information
can rewrite the access prohibit flag copy register 32 so as to
access the storage unit 10. It is thus possible to update the
program in the market.

Further, in the processor system according to this embodi-
ment, the security PE that is different from the main PEa
evaluates the validity of the authentication information.
Accordingly, the processor system according to this embodi-
ment can evaluate the validity of the authentication informa-
tion (validity of the request for rewriting the copy register)
while maintaining high security level without being influ-
enced by vulnerability of the main PEa. Namely, the access
prohibit flag copy register 32 can be rewritten while main-
taining high security level.

Furthermore, in the processor system according to this
embodiment, the value of the access prohibit flag 13 is trans-
ferred to the access prohibit flag copy register 32 upon can-
cellation of the reset signal RST. Then, the access prohibit
flag copy register 32 is set to the prohibit side for sure at every
initialization by the reset signal RST even when the access
prohibit flag copy register 32 is set to the allow side in
response to the request from the main PEa. This enables
limitation of the accessible period to the storage unit 10 to a
certain period, thereby preventing unauthorized access.

Note that when the access prohibit flag 13 is set to the allow
side, it is obvious that the access prohibit flag copy register 32
is also set to the allow side, thus allowing the access to the
storage unit 10 without requiring to evaluate the validity of
the authentication information. That is, when the access pro-
hibit flag 13 is set to the allow side, it is possible to access the
storage unit 10 without taking time to evaluate the validity of
the authentication information.

Note that although this embodiment explained an example
in which the selector circuit 31 is provided, it is not limited to
this. For example, as shown in FIG. 6, the part of the selector
circuit 31 can be realized by software.

Second Embodiment

FIG. 7 is a block diagram showing a processor system
according to a second embodiment of the present invention. A

10

15

20

25

30

35

40

45

50

55

60

65

12

difference from the processor system according to the first
embodiment is that the processor system according to this
embodiment includes a plurality of access prohibit flags 13-1
to 13-3 in a control information area 12a, a plurality of selec-
tor circuits 31-1 to 31-3, and a plurality of access prohibit flag
copy registers 32-1 to 32-3 in the HSM subsystem.

The access prohibit flag 13-1 sets whether or not to allow
writing, reading, and erasing the program in the normal area
11. The access prohibit flag 13-2 sets whether or not to allow
writing, reading, and erasing the program in the control infor-
mation area 12a. The access prohibit flag 13-3 sets whether or
not to allow writing, reading, and erasing the program in
another memory (not shown).

The access prohibit flag copy registers 32-1 to 32-3 and the
plurality of selector circuits 31-1 to 31-3 are provided corre-
sponding to the access prohibit flags 13-1 to 13-3, respec-
tively. Since each operation is the same as the operation of the
access prohibit flag copy register 32 and the selector circuit 31
explained in the first embodiment, the explanation shall not
be provided here.

As described above, the processor system according to this
embodiment includes the plurality of access prohibit flags
and the corresponding plurality of access prohibit flag copy
registers, thereby allowing individual access control to the
storage areas.

Although this embodiment explained the case as an
example in which three each of the access prohibit flags and
access prohibit flag copy registers are provided, it is not
limited to this but the number of the access prohibit flags and
access prohibit flag copy registers can be changed to any
number corresponding to the number of storage areas to be
access controlled.

Third Embodiment

FIG. 8A is a block diagram showing a processor system
according to a third embodiment of the present invention. A
difference from the processor system according to the first
embodiment is that the processor system of this embodiment
further includes a lock flag 14 in a control information area
125 and a gating circuit 213 in an access control circuit 215.
Note that this embodiment explains the case an example in
which the gating circuit 213 is an AND circuit provided for
each bit.

The lock flag 14 sets whether or not to prohibit writing,
reading, and erasing the program in a storage unit 105 per-
manently. When the lock flag 14 is set to the prohibit side,
regardless of the output value from the access prohibit flag
copy register 32, writing, reading, and erasing the program in
the storage unit 104 is prohibited. On the other hand, when the
lock flag 14 is set to the allow side, it depends on the output
value from the access prohibit flag copy register 32 whether or
not writing, reading, and erasing the program in the storage
unit 104 is allowed. That is, when the lock flag 14 is set to the
allow side, the processor system of this embodiment operates
in a similar manner to the first embodiment.

Here, the lock flag 14 is formed in the control information
area 125 such that once the lock flag 14 is set to the prohibit
side, the lock flag 14 can never return to the allow side.
Therefore, when the lock flag 14 is set to the prohibit side,
writing, reading, and erasing the program in the storage unit
105 is prohibited permanently.

More specifically, in the access control circuit 215, the
gating circuit 213 controls whether or not to output an output
signal from the gating circuit 212 to the memory controller
211 based on a value of the lock flag 14. Hereinafter, the case
is explained as an example in which when the access prohibit
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flag 13 is the L level, the access prohibit flag 13 is set to the
prohibit side, whereas when the access prohibit flag 13 is the
H level, the access prohibit flag 13 is set to the allow side.

For example, when the value of the lock flag 14 is the allow
side (H level), the gating circuit 213 outputs the output signal
from the gating circuit 212 as it is to the memory controller
211. That is, when the value of the lock flag 14 is the allow
side (H level), the access control circuit 215 operates in a
similar manner to the access control circuit 21 shown in FIG.
3A.

On the other hand, when the value of the lock flag 14 is the
prohibit side (L level), the gating circuit 213 does not output
the output signal from the gating circuit 212 to the memory
controller 211. In this case, the gating circuit 213 outputs the
fixed signal of L level to the memory controller 211, for
example. As described above, when the value of the lock flag
14 is the prohibit side (L level), the access control circuit 215
does not execute the processing corresponding to the request
from the main PEa regardless of the output value from the
access prohibit flag copy register 32.

Accordingly, the processor system according to this
embodiment can further improve the advantage of preventing
unauthorized access as the access to the storage unit 10 can be
completely prohibited in addition to achieving the similar
advantage to the first embodiment.

Note that the access control circuit 215 is not limited to the
configuration shown in FIG. 8A. For example, the access
control circuit 215 can be changed to a configuration shown in
FIG. 8B as an example. The configuration and an operation of
the access control circuit 216 shown in FI1G. 8B are explained
below.

The access control circuit 215 shown in FIG. 8B further
includes gating circuits 213-1 to 213-3 in addition to the
access control circuit 21 shown in FIG. 3B. Note that this
embodiment explains the case as an example in which the
gating circuits 213-1 to 213-3 are AND circuits provided for
each bit.

More specifically, in the access control circuit 215, the
gating circuits 213-1 to 213-3 control whether or not to output
output signals from the gating circuits 212-1 to 212-3 to the
storage unit 105, respectively, based on the value of the lock
flag 14. Hereinafter, the case is explained as an example in
which when the access prohibit flag 13 is the L level, the
access prohibit flag 13 is set to the prohibit side, whereas
when the access prohibit flag 13 is H level, the access prohibit
flag 13 is set to the allow side.

For example, when the value of the lock flag 14 is the allow
side (H level), the gating circuits 213-1 to 213-3 output the
output signals from the gating circuits 212-1 to 212-3 as they
are to the storage unit 105. That is, when the value of the lock
flag 14 is the allow side (H level), the access control circuit
21b operates in a similar manner to the access control circuit
21 shown in FIG. 3B.

On the other hand, when the lock flag 14 is the prohibit side
(L level), the gating circuits 213-1 to 213-3 do not output the
output signals from the gating circuits 212-1 to 212-3 to the
storage unit 105. In this case, all of the gating circuits 213-1
to 213-3 output the fixed signal of L level to the storage unit
1054, for example. As described above, when the value of the
lock flag 14 is the L level, the access control circuit 215 does
not execute the processing corresponding to the request from
the main PEa regardless of the output value from the access
prohibit flag copy register 32.

Note that the present invention is not limited to the above
first to third embodiments but can be changed within the
scope and sprit of the present invention. The above first to
third embodiments explained the case as an example in which
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the access control can be possible to any of the request for
writing, reading, and erasing the program, however it is not
limited to this. The configuration can be changed to a circuit
configuration that can be access controlled for at least one of
writing, reading, and erasing request.

Moreover, the above first to third embodiments explained
the case as an example in which the gating circuits 212-1 to
212-1 and 213-1 to 213-3 are AND circuits provided for each
bit, however it is not limited to this and the configuration can
be changed to a circuit configuration achieving the similar
advantages as appropriate. Therefore, the gating circuit may
have a common circuit configuration composed of, for
example, a latch circuit and an AND circuit.

Further, although the first to third embodiments explained
the case as an example in which the value of the access
prohibit flag 13 and the output value from the access prohibit
flag copy register 32 are one bit, it is not limited to this. The
value of the access prohibit flag 13 and the output value from
the access prohibit flag copy register 32 may both be com-
posed of a plurality of bits. Alternatively, a plurality of access
prohibit flags 13 may be provided, and it may be determined
whether to allow or prohibit access by the majority value of
the plurality of access prohibit flags 13. Similarly, the plural-
ity of access prohibit flag copy registers 32 may be provided,
and it may be determined whether to allow or prohibit the
access to the storage unit 10 by the majority output value of
the plurality of access prohibit flag copy register 32. That is,
it may be the configuration including multiplexed access
prohibit flags 13 and access prohibit flag copy registers 32.

Note that as explained in the first to third embodiments,
once the access prohibit flag 13 is set to the prohibit side, the
access prohibit flag 13 can never return to the prohibit side.
This is because that even with an authentication system, it is
not preferable to allow free changes of the control informa-
tion area 12 which makes up the basis of security. Moreover,
when the normal area 11 and the control information area 12
are integrally configured and accessible via a single port, it is
not possible to simultaneously read the value of the access
prohibit flag 13 and access the normal area 11. It is thus more
efficient to rewrite the value of the access prohibit flag copy
register 32 that stores the value of the access prohibit flag 13.

REFERENCE SIGNS LIST

10, 104, and 105 STORAGE UNIT

11 NORMAL AREA

12, 124, and 1256 CONTROL INFORMATION AREA
13 ACCESS PROHIBIT FLAG

13-1 to 13-3 ACCESS PROHIBIT FLAG

14 LOCK FLAG

20 and 205 CONTROL UNIT

21 and 215 ACCESS CONTROL CIRCUIT

22 RESET PROCESSING CIRCUIT

23 RESET GENERATION CIRCUIT

31 SELECTOR CIRCUIT

31-1 to 31-3 SELECTOR CIRCUIT

32 ACCESS PROHIBIT FLAG COPY REGISTER
32-1t0 32-3 ACCESS PROHIBIT FLAG COPY REGISTER

41 AUTHENTICATION INFORMATION STORAGE
UNIT

42 EVALUATION UNIT

211 MEMORY CONTROLLER

212 GATING CIRCUIT

212-1 to 212-3 GATING CIRCUIT
213 GATING CIRCUIT
213-1 to 213-3 GATING CIRCUIT
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What is claimed is:

1. A processor system comprising:

a memory;

a storage unit that stores an access prohibit flag to prohibit

an access to the memory;
a register that stores a temporal access flag to permit a
temporal access to the memory over an accessing period,

wherein when the processor system determines that an
authentication information for the temporal access to the
memory is valid, the temporal access flag is set to be
valid,

wherein when the temporal access flag is set to be valid, the

temporal access to the memory is permitted by invali-
dating the access prohibit flag, and

wherein when the processor system is reset, the access

prohibit flag is valid and the temporal access flag is set to
be invalid.

2. The processor system according to claim 1, wherein the
memory is a non-volatile memory.

3. The processor system according to claim 2, wherein the
temporal access is at least one of a write access or an erase
access to the non-volatile memory.

4. The processor system according to claim 1, further com-
prising an authentication information storage unit that stores
predetermined authentication information,

wherein the processor system compares the authentication

information for the temporal access to the memory with
the predetermined authentication information.
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5. The processor system according to claim 3, further com-
prising a processing element,

wherein the processing element issues the temporal access

to the non-volatile memory.

6. The processor system according to claim 5, wherein the
processing element includes lock-step processors.

7. The processor system according to claim 1, further com-
prising a security processor element that determines that the
authentication information for the temporal access to the
memory is valid.

8. The processor system according to claim 1,

wherein the memory includes a first memory area and a

second memory area,

wherein the temporal access flag includes a first temporal

access flag corresponding to the first memory area and a
second temporal access tlag corresponding to the second
memory area,

wherein when the processor system determines that the

authentication for the temporal access to the first
memory area is valid, the first temporal access flag is set
to permit the temporal access to the first memory area,
and

wherein when the processor system determines that the

authentication for the temporal access to the second
memory area is valid, the second temporal access flag is
set to permit the temporal access to the second memory
area.



